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Abstract
The correct operation of complex critical systems
is increasingly relying on the ability to detect
whether (and which) faults are occurring. This
task, known as Fault Detection and Identification
(FDI), is typically carried out by an FDI compo-
nent that, observing the sequence of values con-
veyed by some predefined observables, triggers a
set of predefined alarms. An effective FDI system
can provide vital information to steer the contain-
ment and recovery of faults.
We recently proposed a formal framework to sup-
port the design of FDI for discrete event systems.
The framework is based on a logical language for
the specification of FDI requirements and it cap-
tures problems such as local diagnosability and
maximality, by relying on a semantics based on
temporal epistemic logic. This enables the formal
verification of the specification and the synthesis
of correct-by-construction FDI components.
In this paper, we show the merits of the framework
by applying it on a simple example, working out
the details of the synthesis algorithm, and by re-
porting the experience on an industrial case-study
from the aerospace domain.

1 Introduction
The correct operation of complex critical systems (e.g.
trains, satellites, cars, or industrial plants) increasingly re-
lies on the ability to detect when and which faults occur,
since an effective diagnostic system can provide vital infor-
mation to drive the containment of faults and their recov-
ery. This task, known as Fault Detection and Identification
(FDI), is typically carried out by an FDI component that
triggers a set of predefined alarms based on the sequence of
values conveyed by some predefined observables.

Faults are often not directly observable, thus we can de-
tect their occurrence only by observing the effects they have
on the observable parts of the system. Moreover, faults man-
ifest in different ways and they might interact with each
other in complex ways. For these reasons, the design of
FDI components is an extremely hard task.

The state of the practice lacks a structured and effective
methodology to design FDI components. These are often
completed late in the system development cycle, by relying
on past success stories. The lack of effective validation tools

often results in conservative assumptions, so that the over-
all system features overly simple behaviors. This difficulty
is witnessed in the aerospace sector by a recent ITT issued
by the European Space Agency [European Space Agency,
2010], which strongly motivated our work, in particular, by
stressing the importance of FDI in terms of alarms that are
meaningful for performing the recovery of the system.

In a recent work [Bozzano et al., 2013], we proposed a
comprehensive framework to support the design of FDI for
discrete event systems. The framework is based on a logi-
cal language for the specification of FDI requirements. The
language is based on common patterns for FDI properties,
that allow us to specify a wide class of practical require-
ments, such as alarms corresponding to the occurrence of
a given condition in a given preceding time interval. Pat-
terns are formalized in terms of temporal operators (as in
Linear Temporal Logic [Pnueli, 1977]) and epistemic oper-
ators (such as certainty, or knowledge [Halpern and Vardi,
1989]). The temporal epistemic logic is in turn interpreted
over the system being observed.

The approach covers two novel and orthogonal directions,
which are important for the specification of FDI require-
ments. One direction is the ability to express local diag-
nosability, i.e. the diagnosability condition for which the di-
agnoser is required to satisfy the alarm specification is lo-
calized to traces. The other direction is the maximality of
the diagnoser, that is, the ability of the diagnoser to raise an
alarm as soon as and whenever possible. The formal specifi-
cation languages allows the verification of a given diagnoser
with respect to a given specification, and to automatically
synthesize a diagnoser from a given specification. We re-
fer to [Bozzano et al., 2013] for a comparison with related
work.

Goal of this paper is to present the approach defined
in [Bozzano et al., 2013] through the elaboration of a sim-
ple case study: the magicbox example. The magicbox is a
grid-like structure, where a ball is able to jump from one
cell to another according to a predefined pattern. We work-
out the details of the specification and of the algorithm for
the synthesis of a correct-by-construction FDI component.
The synthesis algorithm is based on the exploration of the
space of belief states, which are annotated with alarms tak-
ing into account the temporally extended requirements. In
this paper we focus on providing the motivation and an intu-
itive description of the framework, while we refer the reader
to [Bozzano et al., 2013] for a more comprehensive techni-
cal description.

The applicability of the framework is also discussed by



presenting preliminary experiences on an industrial case-
study coming from aerospace.

This paper is structured as follows. Section 2 provides
some introductory background and the magicbox example.
Section 3 describes the syntax and semantics of the specifi-
cation language. In Section 4, we detail the synthesis algo-
rithm. The results of evaluating our implementation of the
framework are presented in Section 5. Section 6 concludes
the paper with a hint on future work.

2 Background
In the following we use the word system to indicate the com-
position of the plant and the FDI component; we also use
diagnoser and FDI component interchangeably.

Transition Systems
Plants and FDIs are represented with transition systems. A
transition system is a tuple S = 〈V, Vo,W,Wo, I, T 〉, where
V is the set of state variables, Vo ⊆ V the set of observable
state variables; W the set of input variables, Wo ⊆ W the
set of observable input variables; I is the initial formula over
V , T is the transition formula over V ,W , V ′ (with V ′ being
the next version of the state variables).

A state s is an assignment to the state variables V . We de-
note with s′ the corresponding assignment to V ′. An input
i is an assignment to the input variables W . The observable
part obs(s) of a state s is the projection of s on the subset Vo
of observable state variables. The observable part obs(i) of
an input i is the projection of i on the subset Wo of observ-
able input variables. Given an assignment a to a set of vari-
ables X and X1 ⊆ X , we denote the projection of a over
X1 with a|X1

. Thus, obs(s) = s|V o and obs(i) = i|Wo.
A trace of S is a sequence π = s0, i1, s1, i2, s2, . . . of

states and inputs such that s0 satisfies I and, for each k ≥
0, 〈sk, ik+1, sk+1〉 satisfies T . The observable part of π is
obs(π) = obs(s0), obs(i1), obs(s1), obs(i2), obs(s2), . . ..

Synchronous composition
Let S1 = 〈V 1, V 1

o ,W
1,W 1

o , I
1, T 1〉 and S2 =

〈V 2, V 2
o ,W

2,W 2
o , I

2, T 2〉 be two transition systems
with ∅ = (V 1 \ V 1

o ) ∩ V 2 = V 1 ∩ (V 2 \ V 2
o ) =

(W 1 \ W 1
o ) ∩ W 2 = W 1 ∩ (W 2 \ W 2

o ). We define
the synchronous product S1 × S2 as the transition system
〈V 1 ∪ V 2, V 1

o ∪ V 2
o ,W

1 ∪W 2,W 1
o ∪W 2

o , I
1 ∧ I2, T 1 ∧ T 2〉.

Every state s of S1 × S2 can be considered as the product
s1 × s2 such that s1 = s|V 1 is a state of S1 and s2 = s|V 2

is a state of S2.
We say that S1 is compatible with S2 iff i) for every initial

state s2 of S2, there exists an initial state s1 of S1 such
that s1|V 1

o ∩V 2
o

= s2|V 1
o ∩V 2

o
and ii) for every reachable state

s1 × s2 of S1 × S2, for every transition 〈s2, i2, s′2〉 of S2,
there exists a transition 〈s1, i1, s′1〉 such that i1|W 1

o∩W 2
o

=

i2|W 1
o∩W 2

o
and s′1|V 1

o ∩V 2
o
= s′2|V 1

o ∩V 2
o

.

Diagnoser
We can now introduce the idea of diagnoser, that is a ma-
chine D that synchronizes with observable traces of the
plant P . D has a set A of Boolean alarm variables that are
activated in response to the monitoring of P . In other terms,
a diagnoser can be seen as a function that maps a sequence
of observations into a set of alarms: obs∗ → 2A.

Formally, given a set A of alarms and a plant tran-
sition system P = 〈V P , V P

o ,W
P ,WP

o , I
P , TP 〉, a di-

agnoser is a deterministic transition system D(A, P ) =

〈V D, V D
o ,WD,WD

o , I
D, TD〉 such that: V P

o ⊆ V D
o ,

WP
o ⊆ WD

o , A ⊆ V D
o and D is compatible with P . When

clear from the context, we useD to indicate D(A, P ). Only
observable variables can be shared among the two systems
and used to perform synchronization. This gives raise to the
problem of partial observability: the diagnoser cannot per-
fectly track the evolution of the original system. This makes
the diagnoser synthesis problem hard.

Linear Temporal Logic
Our specification framework is based on Temporal Epis-
temic Logic, in order to describe reasoning about the knowl-
edge of the diagnoser. We will only use a subset of this
logic in this paper, namely Linear Temporal Logic (LTL)
with Past operators, to talk about diagnosis conditions.

Given a set of propositional variablesP , a formula in LTL
with Past is defined as

β ::= p | β ∧ β | ¬β| Oβ | Y β |Gβ | Fβ | Xβ
where p ∈ P . We define the usual abbreviations of propo-
sitional logic ∨,→ and ↔, moreover introduce two addi-
tional abbreviations: Y nβ = Y Y n−1β (with Y 0β = β)
and O≤nβ = β ∨ Y β ∨ · · · ∨ Y nβ.

The semantics of LTL is given in terms of traces, we de-
note with σ |= φ the fact that the trace σ satisfies the for-
mula φ:

• σ, i |= p iff σ[i] |= p

• σ, i |= ¬φ iff σ, i 6|= φ

• σ, i |= φ ∧ ψ iff σ, i |= φ and σ, i |= ψ

• σ, i |= Y φ iff i > 0 and σ, i− 1 |= φ

• σ, i |= Oφ iff for some 0 ≤ j ≤ i, σ, j |= φ

• σ, i |= Gφ iff for all j ≥ 0, σ, j |= φ

• σ, i |= Fφ iff for some j ≥ i, σ, j |= φ

• σ, i |= Xφ iff σ, i+ 1 |= φ

Intuitively the Y esterday and Once operator make it pos-
sible to talk about events in the previous time step, or in the
whole past history of the system (respectively). Combining
these operators, we can create complex scenarios.

Magicbox

C

B

A

0 1 2

X

Y

Figure 1: The running example magicbox

A magicbox [Giunchiglia and Ghidini, 1998] is a grid-
like structure, in which a ball is able to jump from one cell
to another according to a predefined pattern. The movement
of the ball is not observable directly, but only through two
types of observation points: row and columns. An observer
on a row is able to understand when the ball is in its row.
However, the observer cannot say anything about the “dis-
tance” of the ball, therefore no information on the column
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EXACTDEL
BOUNDDEL
FINITEDEL

Figure 2: Alarm responses for different delays

can be deduced by this observer. Similarly, the column ob-
servers can tell when the ball is in their column, but nothing
more. Our running example is the magicbox in Figure 1.
This is a 3x3 magicbox, with two observers. The observer
x is able to tell when the ball is in the row B, while the ob-
server y is able to tell when the ball is in the column 1. The
trajectory of the ball is represented by the arrows, e.g., from
A0 the ball will go to B1. To keep the example simple, we
blocked the cell C2.

We want to develop a diagnoser that is able to detect the
passage of the ball through a certain cell, even if the cell is
not observable by itself. Although the ball path is prede-
fined, there is non-determinism in the initial location of the
ball and in the possible non-deterministic transitions. For
example, from C0 the ball can either go to A0 or to B2.

3 ASLK

The Epistemic Alarm Specification Language (ASLK)
makes it possible to specify a set of properties that define
when the FDI is correct and complete with regard to a set of
alarms, and the level of identification required with respect
to a set of faults.

An alarm specification is composed of two parts: the di-
agnosis condition and the diagnosis delay. The diagnosis
condition is the situation to monitor; this includes a fine-
grained distinction between fault detection and fault identi-
fication. The diagnosis delay is the allowed delay between
the occurrence of the diagnosis condition and its detection;
it might be the case that the occurrence of a fault can go un-
detected for a certain amount of time. Our goal is to define
clearly how long this interval can be at most.

Let us assume to have a set P of propositions represent-
ing either faults or elementary conditions for the diagnosis.
The set DP of diagnosis conditions over P is an LTL Past
formula β.

A diagnosis condition β ∈ DP is a condition of the plant
that we want to detect. If β is a fault, the fault must be
identified. If β is a disjunction of faults, the detection must
be performed, but the identification of the single faults is not
required.

An alarm specification ϕ is used to specify how the oc-
currence of a diagnosis condition β determines the raising
of an alarm A. This involves three aspects: the delay, the
maximality of the alarm, and the diagnosability of the di-
agnosis condition. For diagnosability, we will consider two
possible values: diag ∈ {local, global}; for maximality we
consider max ∈ {True, False}.

We consider three kinds of delay, that provide the name
for the templates in ASLK :

• EXACTDELK (A, β, n, diag,max)

• BOUNDDELK (A, β, n, diag,max)

• FINITEDELK (A, β, diag,max)

Intuitively, the formalization of these template (cf. [Boz-
zano et al., 2013]) includes two aspects: completeness and

correctness. Completeness means that whenever the diag-
nosis condition is satisfied, the alarm will hold in the future
(i.e., no false negative). Correctness means that whenever
the alarm holds then the diagnosis condition was met ear-
lier (i.e., no false positives). Specifying the delay provides a
more fine-grained way of quantifying the time that an alarm
can be silent before considering it as a false negative. In Fig-
ure 2, we show the diagnosis condition β in the first row, and
the responses for different delay types: exact- (with n = 2),
bounded- (with n = 4) and finite-delay. Lets consider the
exact-delay specification: completeness says that whenever
the diagnosis condition β is satisfied, the alarm A will hold
exactly n = 2 steps afterwards; correctness says that when-
ever the alarm A holds then the diagnosis condition β was
met n = 2 steps earlier.

If the plant is non-diagnosable for β, then the complete-
ness part of the specification will never be satisfied. This is
the classical understanding of diagnosability, and we call
this global diagnosability [Sampath et al., 1996]. Intu-
itively, however, it might be possible to contain the non-
diagnosability of the system to a subset of the plant. There-
fore, we introduce the concept of local diagnosability. The
idea is to evaluate the diagnosability of a diagnosis condition
on single traces instead that on the entire plant. In practice,
we require our diagnoser to raise an alarm in all those situ-
ations in which there is no uncertainty, given a sequence of
observations.

An interesting problem with bounded- and finite-delay
specifications is the problem of maximality. Lets consider
the specification BOUNDDELK (A, β, 4, local, False). Af-
ter the occurrence of β a diagnoser can satisfy this specifica-
tion by raising the alarm at any given time before 4 time-step
pass. However, this does not constraint the amount of time
the alarm should stay up. Indeed, the alarm could go up,
down and up again within the window of 4 time-steps and
its behavior would be considered correct. A graphical repre-
sentation of this situation is depicted in Figure 3, where the
first row represents the diagnosis condition, and the second
row represents a maximal alarm.

β
A (Maximal)

A1 (Non-Maximal)
A2 (Non-Maximal)
A3 (Non-Maximal)

Figure 3: Comparison of non-maximal alarms

Although all the alarms in Figure 3 are correct and com-
plete, some of them introduce an unnecessary delay between
the occurrence of the diagnosis condition β and the alarmA;
moreover, multiple raising of A could be misinterpreted as
multiple occurrences of β.

We address this problem by defining the concept of max-
imality. Intuitively, a diagnoser is maximal if it raises the
alarm as soon as possible and keeps it up as much as pos-
sible. Adding this requirement makes it possible to spec-
ify the unique behavior that a diagnoser must have w.r.t. an
alarm specification; therefore, it becomes possible to verify
the diagnoser by comparing it against another one.

Example Specification For our magicbox example, we
can define several specifications. For example, we could
define several diagnosis conditions. The obvious way of do-



ing so is by cell, e.g., βC1 = C1. This could be compared
to fault identification, in which we are interested in knowing
exactly where the ball is. However, we might loose speci-
ficity and say that we want to know if the ball is in one of a
given set of cells, e.g., the column A: βA = A0 ∨A1 ∨A2.
This flexibility makes it possible to specify common prob-
lems like fault detection, fault isolation and fault identifica-
tion.

In ASLK it is also possible to define temporal properties
as diagnosis condition. There are two ways of getting into
B2, therefore, we might be interested in knowing whether
we arrived from C0 rather than from A1; this can be ex-
pressed with the temporal condition β = B2∧Y CO, where
Y is the LTL operator “yesterday”. The ability of specifying
complex scenarios as a diagnosis condition, makes it possi-
ble to obtain more informative alarms.

Once we defined the diagnosis conditions, we need to ex-
press the acceptable delay, the maximality and type of diag-
nosability for the alarm. Our example specification consists
of the following alarms: A = {

ϕ1 = EXACTDELK (A(B1), βB1, 0, global, T rue),
ϕ2 = EXACTDELK (A(C1), βC1, 0, local, T rue),
ϕ3 = BOUNDDELK (A(B0), βB0, 2, local, T rue)}

In the next section we will see how to build a diagnoser that
satisfies the specification A.

4 Synthesis of Diagnoser
In [Bozzano et al., 2013] we present an algorithm that is
able to deal with any ASLK specification, by handling both
diagnosable and non-diagnosable systems, and producing a
maximal diagnoser. In this section we review the main con-
cepts of the algorithm and apply it to our running example.

The idea of the Belief Explorer algorithm is to gener-
ate an automaton that keeps track of the possible states in
which the plant could be after the given observations. Sim-
ilarly to [Schumann, 2004], this translates into generating
the power-set of the states of the plant, and define a suitable
transition relation among the elements of this set. We call
the power-sets defined in this way belief states. Each be-
lief state of the automaton can be annotated with the alarms
that are satisfied in all the states of the belief state. The
automaton, together with the annotations, can be encoded
symbolically obtaining the diagnoser.

The diagnoser obtained with this procedure is compatible
with the plant, maximal and correct ([Bozzano et al., 2013]).

Belief Automaton
Given a plant P = 〈V P , V P

o ,W
P ,WP

o , I
P , TP 〉, let S be

the set of states of P . The belief automaton is defined as
B(P ) = 〈B,E,B0, Tb〉 where B = 2S , E = 2W

P
o ∪V

P
o and

B0 ⊆ B and Tb : (B × E)→ B are defined as follows.
We define B0 = {b | there exists u ∈ 2V

P
o such that for

all s ∈ b, s |= IP and obs(s) = u}, meaning that each
initial belief state is compatible with one of the possible ob-
servations of the system. We implicitly assume that we can
initialize the diagnoser by observing the state of the system.

The transition function Tb is defined as follows b′ =
Tb(b, e) = {s′ | ∃s ∈ b such that 〈s, i, s′〉 |= TP ,
obs(s′) = e|V P

o
, obs(i) = e|WP

o
}. Intuitively, the belief

state b′ is a successor of b iff all the states in b′ are compati-
ble with the observations from a state in b.

Annotation process
Each of the belief states can now be annotated with the
alarms, by checking for entailment of the temporal property
τ(ϕ). To explain this procedure we first consider the sim-
plest case ϕ = EXACTDEL(Aϕ, ψ, 0), where τ(ϕ) = ψ is
a propositional formula. We can explore the belief automa-
ton, and annotate with Aϕ all the states b that are consistent
in the satisfaction of τ(ϕ):

b |= Aϕ iff b |= τ(ϕ) iff ∀s ∈ b.s |= τ(ϕ)

Note that it might occur that neither b |= τ(ϕ) nor b |=
¬τ(ϕ). This is the case if in the belief state there is at least
one system state in which τ(ϕ) holds and one in which it
does not; this situation is a witness of uncertainty in the
belief state, caused by by non-diagnosability.

All other alarms specifications can be reduced to the pre-
vious case by performing a pre-processing step to the be-
lief automaton construction. For each alarm specification ϕ,
we add a monitor variable τ in the plant obtaining a plant
P ′, s.t. P ′ = P × (G(τ ↔ τ)), where we abuse nota-
tion to indicate the automaton that encodes the monitor vari-
able. Any alarm specification on P can be redefined on P ′
as ϕ′ = EXACTDEL(Aϕ, τ , 0), so that D × P |= ϕ iff
D × P ′ |= ϕ′.

Example

9 = {C1}

10 = {B0}

11 = {A2}, YB0

12 = {C0}, YYB07 = {A0,C0}

6 = {B2}

8 = {A0}

5 = {B1}

14 = {B2,B0}

2 = {B1} 

13 = {A1}

4 = {A2, A0, C0}

1 = {B0,B2}

3 = {A1, C1}

Figure 4: The belief automaton of the running example

Figure 4 shows the belief automaton for our running ex-
ample, and the specification A defined in the previous sec-
tion. To keep the diagram simple, we did not add the ob-
servables on the edges. Note that in the diagram state2 and
state5 have the same belief state but are handled differently
because state2 is an initial state.

At the beginning we do not know where the ball is, there-
fore our first observation splits the initial belief state in 4
possible belief states (gray nodes) (Figure 5).



X Y State
0 0 4 = {A2, A0, C0}
0 1 3 = {A1, C1}
1 0 1 = {B0, B2}
1 1 2 = {B1}

Figure 5: Initial states observations

9 = K(C1)

10 = K!(C1), A(O2B0)

11 =  K!(C1), A(O2B0)

12 = K!(C1),
 A(O2B0)

7 = K!(C1)

6 =  K!(C1)

8 =  K!(C1)

5 = A(B1), K!(C1)

14 = K!(C1)

2 = A(B1), K!(C1)

13 = K!(C1)

4 = K!(C1)

1 = K!(C1)

3 = 

Figure 6: The diagnoser

Lets take the most ambiguous initial state: state4. This
state has transitions to state5, state6 and state7. Each of these
transitions will reduce the uncertainty on the location of the
ball; in particular, in state5 and state6 we will have certainty
on the ball location (B1 and B2 respectively). In state7 we
can say for sure that the ball is in the column 0: state7 |=
(A0 ∨B0 ∨ C0).

Finally, note that state11 and state12 con-
tain the monitor variables Y B0 and Y Y B0,
that will be used for handling the specification
ϕ3 = BOUNDDELK (A(B0), βB0, 2, local, T rue).

Annotations Once we have constructed the belief au-
tomaton, we can navigate it and add the alarm Aϕ

whenever the temporal formula τ(ϕ) holds. The re-
sult of the annotation process is presented in Figure 6,
where for clarity we show only the positive annota-
tions. Lets take the first of our specifications: ϕ1 =
EXACTDELK (A(B1), βB1, 0, global, T rue). We annotate
with A(B1) all the states b in which b |= τ(ϕ1) = B1:
state2 and state5; all other states are marked with the nega-
tion of the alarm !A(B1).

Diagnosability For the second specification ϕ2 =
EXACTDELK (A(C1), βC1, 0, local, T rue) we proceed in a
similar way. However, we realize that there is only one state
b in which b |= C1 holds, i.e., state9. In state3 we have an
ambiguity between A1 and C1. If our specification were to
require global diagnosability, state3 would be a witness of

the non-diagnosability of the system. However, our speci-
fication requires local diagnosability. Therefore, we anno-
tate state9 with A(C1) and all other states with ¬A(C1). It
should be clear, that using the same annotation (¬A(C1))
for both state3 and (e.g.) state14 is counter-intuitive. In
state3, we do not know whether the ball is in C1, while in
state14 we are sure that the ball is not in C1. To handle this
situation, we break the specification ϕ2 in two parts:

ϕ2+ = EXACTDELK (K(C1), βC1, 0, local, T rue)
ϕ2− = EXACTDELK (K!(C1),¬βC1, 0, local, T rue)

Intuitively, we express the epistemic operator in the alarm
name, therefore encoding all situations of interest: the di-
agnoser Knows that C1 holds, or it Knows that it does not.
We can now annotate state9 withK(C1), all the other states
(except state3) with K!(C1) and then complete the anno-
tations with !K(C1) and !K!(C1). After performing the
annotation, in state3 both the alarms K(C1) and K!(C1)
will not hold, due to the non-diagnosability. This is par-
ticularly useful, because now we can react accordingly; for
example, a recovery module might act in a different way
knowing whether there is uncertainty on the occurrence of
C1.

Splitting the specification in a positive and negative part is
even more interesting for bounded specification. Lets con-
sider ϕ3 = BOUNDDELK (A(B0), βB0, 2, local, T rue).
The diagnosis condition is diagnosable with delay 2. We
have uncertainty in state14, but then in state11 we know
that KO≤2B0 holds (due to the monitoring variable Y B0).
Therefore, we could use the global diagnosability version
of this specification. However, it might be interesting to
have both positive and negative alarms, in order to annotate
state14 and state1 with the information that O≤2B0 might
hold there, and distinguish them from all other states in
which we are sure that it does not hold (e.g., state5).

Another situation in which local diagnosability is needed,
are the initial states. For example, we have uncertainty for
C1 in state3, however, this is the only situation in which
we have uncertainty on C1. Excluding this state would give
us diagnosability, and this is exactly the idea behind local
diagnosability.

Maximality In section 3 we introduced the idea of maxi-
mality, to express the completeness w.r.t. what the diagnoser
could know given a series of observations. ϕ3 is a good can-
didate to explain this concept more in detail.

In Figure 6 we show a maximal annotation. The annota-
tion A(O2B0) is given to state10, state11 and state12. This
means that, for each state in which τ(ϕ) = O≤2βB0 holds,
we have the annotationA(O2B0). We could argue that hav-
ing the alarm A(O2B0) only in state11 would be correct
too. Even more, we would still be correct if we had the
alarm on state10 and state12 only. The three formalizations
satisfy our definition of non-maximal bounded-delay speci-
fication (cf. [Bozzano et al., 2013]); however, this situation
leaves many details on the behaviour of the diagnoser under-
specified, making it hard to use the information provided by
the diagnoser to devise (e.g.) a recovery or containment pro-
cedures. Therefore, maximality is useful to provide a clear
and un-ambiguous specification of the diagnoser, and it en-
ables the verification of a diagnoser by comparison of the
outputs with another diagnoser.



5 Experimental Evaluation
The algorithm presented in this paper has been implemented
on top of the NuSMV model-checker, making it possi-
ble to specify and synthesize a diagnoser. The belief ex-
plorer synthesis procedure has been implemented by us-
ing BDD’s [Bryant, 1986]. BDDs make it easy to iden-
tify already visited belief states; moreover, having a sym-
bolic characterization of the belief-state makes it possi-
ble to check for entailment of an alarm in a belief-states
(b |= τ(ϕ)) with a single operation.

To show the feasibility of our approach, we present in
this section an experimental evaluation conducted on magic
boxes, and discuss the application of these techniques to an
industrial case study.

Magicbox Benchmark
In our experimental evaluation we generated random mag-
icboxes by considering the following variables: size of the
magicbox N ∈ [2, 50]; number of observables (M =
bN ∗ kc), with k ∈ [0.1, 0.9] and number of specifications
S ∈ [1, 20].

For several combinations of (N,M,S) we measured the
runtime of the belief explorer, and we noticed the (expected)
exponential growth w.r.t. the size of the model. Moreover,
we noticed how the percentage of observables influences
the runtime and memory usage: few observables give rise
to huge belief states, where the uncertainty is substantial;
many observables, instead, will make it possible to quickly
reduce the uncertainty and generate less and smaller belief
states. Finally, adding monitoring variables to the system to
does not seem to impact significantly the performances.

AUTOGEF
This framework has been used as the base for the Euro-
pean Space Agency AUTOGEF project [European Space
Agency, 2010].

The main goal of the project was to explore the possibil-
ity of defining requirements for an on-board Fault Detection,
Identification and Recovery component (FDIR) and perform
the synthesis of an FDIR satisfying the requirements. The
problem was tackled by synthesizing the Fault Detection
(FDI) and Fault Recovery (FR) separately. The FDI needs
to provide enough information to the FR to act accordingly.
A case-study for evaluating the approach was defined and
evaluated by Thales Alenia Space based on the EXOMARS
Trace Gas Orbiter.

The model and the requirements were formalized within
AUTOGEF, the FDIR component generated. The system
is composed by 11 components with 10 possible faults in
total. The generated FD had 754 states. Crucial for the syn-
thesis of the diagnoser was the ability of defining locally
diagnosable alarms, since most of the modeled faults were
not globally diagnosable.

The correctness of the synthesized FDIR is guaranteed
by construction, however, we are currently working in using
epistemic model checking techniques to be able to verify the
correctness of any given FDI module against the specifica-
tion.

6 Conclusions and Future Work
Goal of this paper is to illustrate the features of the formal
framework for the specification, verification, and synthesis
of Fault Detection and Identification components [Bozzano
et al., 2013]. We explored the application of the framework

on a toy example, and worked out the details of the synthe-
sis algorithm. Finally, we discussed the applicability of the
framework also presenting our preliminary experience on an
industrial case-study coming from aerospace.

In the future, we plan to extend the framework to deal
with asynchronous and infinite-state (timed/hybrid) sys-
tems, and with the specification and synthesis of distributed
and hierarchical FDI components.
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